Security Operations Centers




SOC 1-0-1:

> A Security Operations Centre (SOC) is a centralized unit that deals with security issues on an
organizational and technical level

> The Cybersecurity SOC (CSOC) consolidates under one organization functions of: incident
monitoring, detection, response, coordination and computer network defense tools
engineering, operation, and maintenance

Computer Emergency Response Team (CERT) are expert groups that handle computer

> security incidents. Alternative names for such groups include computer emergency readiness
team and computer security incident response team (CSIRT). In many organizations the CERT
team evolves into an information security operations center (or CSOC).

The acronym “CSIRT” is the most technically accurate term that may be used in reference to

" the team of personnel assembled to find and respond to intrusions. However, its usage is far
from universal, most CERTs go by some designation other than “CSIRT,” and its usage has
waned in recent years. As a result, identifying them by name alone is not always easy. Many (if
not most) cybersecurity professionals use “SOC” colloquially to refer to a CSIRT ©.



SOC 1-0-1:
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Asset evaluation and exposures
inventory

Security Monitoring

Incident Investigation and Response
Log Management

Vulnerability Management

Threat Intelligence gathering and
correlation

Security Analytics and Reporting
Breach Discovery and Remediation
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SOC Process in the Education & Research Context
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y
CONTAINTMENT
ERADICATION &

RECOVERY

= Define the assets and the
scope

= Define the team and the
processes

= Assess exposures,
vulnerabilities and
weaknesses

= Assess com nce

ramiiramante
ASSETS and SCOPE: Networks,
Devices, End-Points, Testbeds,
Physical Security Sensors,
Information Publishing and
Sharing Platforms, Intellectual
Property
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= Detection of all cyber and
physical threats to assets;

= Analysis of all ongoing threat
activity and past threats;

= Artefacts collection for post-
incident activities

\ 4

THREATS: Malware, Denial of
Service, Data Exfiltration,
Ransomware, Data Leakage,
Personal Identifiable Information
Leakage, Threats to Patents & IP

1st Line of Defense

Isolation of compromised
assets

Data Recovery, Information
Availability Assurance
Escalation of complex
incidents

Restauration of compromised
assets

Overview on all threat activity
Inventory of all assets with
compromised availability,
confidentiality or integrity of
data

Attribution and contact with
authorities

Knowledgebase of incidents



SOC Services

CONTINUOUS SERVICES ON-DEMAND SERVICES




SOC Continous Services

SECURITY MONITORING:

PRE-ON-BOARDING:

ON-BOARDING:

SECURITY MONITORING




SOC Continous Services (2)

INCIDENT RESPONSE:

INCIDENT ANALYSIS:

INCIDENT DOCUMENTATION:

INCIDENT PRIORITIZATION:

INCIDENT NOTIFICATION:

CHOOSING A CONTAINMENT STRATEGY:




SOC Continous Services (3)

EVIDENCE GATHERING AND HANDLING:

IDENTIFYING THE ATTACKING HOSTS:

ERADICATION AND RECOVERY:

LESSONS LEARNED:

PERFORMANCE MONITORING:

REPORTING:




SOC On-Demand Services

VULNERABILITY ASSESSMENT:

PENETRATION TEST:

THREAT HUNTING:

SECURITY MANAGEMENT SERVICES
Asset Management
Risk Management
Education and Training
Certification




SOC Journey

What I’ll deliver ? _ How I'll deliver ?

Services Catalogue Main Processes
= Service Description & * Process Diagrams
* Process Tables

Scope
Well - defined Technical & Roles &
SOC Model Organizational Responsibilities
Model (RACI)
Who will be

i 2
What is my setup 7 responsible ?
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SOC People & Technical Resources
SOC - the team

Q Manager
) Level 3
Threat Intelligence

SOHECES Investigators: 1 - 2 grad/doc/post-doc, extensive
CERT-RO cyber security knowledge is required

Web assets
(websites, —] Responders: 2 — 3 grad/undergrads, some cyber

journals) security knowledge is required

Level 1
Rest of the Q m v

SOC in the Orange 5G LAB World Monitoring: 2 — 3 students, no cyber security

background required

End-Points,
Servers

11 Orange Restricted



SOC Technology

Hybrid Approach to integration: Mix of open source, commercial and free software

Elastic SIEM

Endpoint
Detection &
Response (EDR)

Elastic Endgame

Elastic Endgame

Cuckoo Sandbox

Cowrie, Honeything, ConPot, ElasticHoney, Thug etc.

IPS/IDS SNORT, SecurityOnion etc.

Orange TEMP, OpenVAS, Sucuri etc.

Elastic Endgame
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