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What Is 1t about In our times?

Industry 1.0

18t Century

Mechanical
Production.
Equipment
powered by

steam and water.

Industry 2.0

19t Century

Mass production
assembly, lines

require labor and
electrical energy.

Industry 3.0

20th Century

Automated
production using
electronics and IT

Industry 4.0

Today

Intelligent
Production
incorporated with
loT, cloud
technology and
big data



The journey from data to Wisdom

()

Collect the
Information

Transform information
into Data and transmit
them in cloud

Share the
data

Store Data into a
flexible manner and
make it available for
applications and
users

44

Understand the
patterns, make

correlations and
decide



The journey from data to Wisdom
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Collect the
Information

Transform information
into Data and transmit
them in cloud




Today Is available a wide range of connectivity.

On top of the traditional cellular technologies (2G/3G/4G),
the LPWA (Low Power Wide Area) technologies include:

* Around 25 non-licensed technologies incl. LoRa\Wan and Sigfox

* Two licensed technologies: L TE-M and NB-loT leveraging on 4G
coverage

5G will arrive in several waves for loT :

* In 2020, 5G Enhanced Broadband for high data volume use cases
(e.g. cameras, connected cars, also AR/VR...)

* In 2022+, 5G Critical loT for industry (e.g. automated guided vehicles,
real time monitoring of production line)

+ After 2025, 5G Massive loT to manage very large number of devices.
LTE-M and NB-loT will be supported by 5G Massive IoT.

Only non-licensed LPWA won’t be supported by the 5G network.

LoRaWAN

, *s&gfox
=
N Ee

The current complexity is an obstacle for market development (lifetime
uncertainty, lack of ubiquity, ...).

Till 2025, 5G is not simplifying the technologies landscape for customers.
But today investments, competencies and understanding of loT go-to-
market will sustain 5G.




Range
LPWASs extend coverage vs to better penetrate buildings and ground

Sigfox :

-Messages are repeated 3 times

-Range is improved by macro-diversity

LoRa:

-Provides adaptive rate/range (based on Spreading Factor
levels —SF7 to SF12)
Range is improved by macro-diversity (one message can
be received by several gateways)

-Messages can be repeated 3 times (for QoS)

Range is estimated and measured in dB
1 concrete wall = 10 to 15 dB of penetration loss

LTE-M and NB-loT coverage gain is related to a reference
value of MCL (Maximum Coupling Loss) that is taken at 144

Sigfox (+3dB) dB for GSM and LTE for a reference service (BLER of 10% )
((( ))) LTE-M target is to bring extra coverage by repetition
+8/9 dB for Mode A
+15 dB for Mode B
\/ NB-IOT target is to bring even extra coverage by introducing

Narrow-band channel and repetition

Target = +20 dB (Absolute MCL 164 dB)(MCL=maximum
coupling loss)

PS : whatever range improvement, deep indoor coverage is a
challenge. LoRa brings interesting on-demand facilities :
nano gateways and repeaters.



Low power technologies - comparison

Noncellular Networks Cellular networks
Y sigfox LoRaW4N LTE-/ %/ @ NB-IoT

Good (+4dB) with macro- Very good (+12dB

diversity (measured) to +20dB)
From 250bps to 5,4 kbps DL : < 21kb/s
From 50 to 250 bytes UL : < 14kb/s

No limit

Normal Cov =1s

Medium Speed (80 km/h) |dle Mode

<20 years < 10 years (estimation

under test)

IP, optional SMS,
Later: Non IP Mode

Non-IP (API from
Networks Server)

Medie Good (iso 4G)




LTE-M: the most versatile connectivity for loT
With some unique advanced features

@ 3GPP based Berleﬂ’rs from 4G : roaming Ex. : Worldwide fracking
native Fleet management

Support SIM and later eSIM Ex. : Health services

Security security Wearables

From 110 ms in normal Ex. : Smart Industry

@ Latency coverage mode to > 10s Smart Grid

Uplink 375 kbps (Max) Ex. : Smart Home (video)

Datarate Dowlink 300 kbps (Max)

2

Protocols IP, SMS, VOLTE Ex. : Wearables
> Smart Lift
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5G promises: higher, faster, lower

Faster data rate

5G wireless speeds
compared with fiber

%

+ 1Gbps

100 Mbps
I
4G oG

Higher device
density
IOT enabler

Reduced latency

Real-time application

>10 ms

Lower Energy

Network Efficiency

0.01
mj/kbit

1.0

4G 5G

*www.bain.com



What makes 5G great agar-!



5G I1s NOT a "one-size-fits-all" network

= mMTC - will inherit LTE-m and
NB-loT technologies from 4G

= EMBB - also available in non
standalone 5G networks

= URLLC - available only in urban
area

High frequency cells: 3.4-3.8GHz

Coverage Speed

EMBB -
Enhanced
Mobile Broad
Band

5G

mMTC - URLLC - Ultra Millimeter wave cells: 26GHz +

3
N
S
R
L
N

Low frequency cells: 700MHz

Coverage Speed ¢

Massive Reliable Low Coverage Speed

Machine Type Lat. Comm.
Comm. Real Time

Nb of devices / power cons.



5G New Radio — beamforming

Non-Active Active

Antenna System Antenna System
(l.(;)v (4G and 5G)
-~
Beamns N
| ,\\"

|
o




5G New Radio — new frequencies

§  Low frequency #  High frequency ) | Millimetre wave
cells 700 MHz cells 3.4-3.8 GHz © cells 26 GHz

%

e

MNAAA AL
Large scale events Vehicle communications  Environmental Transport & Improved residential
Thousands of users  Transport infrastructure monitoring & infrastructure connections,

Smart cities Smart energy



2G/3G/AG Who leaves first ?

Mobile subscriptions

Unit: Million Source: Ericsson (June 2819)

2000
Teee
4000
5000
4200
3eee
2000

1680

2818 2019 2020 2821 2022 2823 2024
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Share the
data

Store Data into a
flexible manner and
make it available for
applications and
users




| End to end Solution |

Whatever
the IOT Secured API
service

‘ _,.'.;

Device & data

management

Connectivity plan
SDK
\ Devices /

Select



LiveObjects — Orange loT platform

loT Service

Secured API

Device/Data
management

Connectivity plan

SDK
Devices

Massive
device management

Network & protocol agnostic

Public APIs for
Developers

Advanced
data management




Connect — a full range of connectivity options

Fixed line & satellite
broadband

= High speed data
transmission

= Worldwide Secure and
reliable network

= |deal for delivering large
amount of data to your
data centers

= Satellite adapted for
uncovered locations

Cellular,
LTE-M&Nb-loT

IP and SMS

Global coverage through
Orange mobile network
and roaming partners

Ideal for mobile
embedded loT systems

Wide array of usages
from small to large
amount of data
transmission

Secure network

L?Ra' LPWA* network

= Longer battery life (up to 10

years) & reduced battery
related costs.

= Adapted to areas with poor

cellular network coverage

= Adapted for long life, low

cost objects

Local wireless
solutions

= Adapted to short range

wireless transmission
Multiple connection
protocols: ZigBee, Z-
Wave, Bluetooth, WiFi...

For smart home
devices, wearables...

*Low Power Wide Area



Manage the connected devices and enrich data

lﬁ'E'ﬁ Protocols/Gateways

Protocol agnostic solution

= MQTT(s)
= MQTT over Websocket (s)
= REST/HTTPS
= SMS
= LoRaWAN
= COAP/LW-M2M
= Geolocation
- LoRa Macro/TDOA
- Cellular : SmartSIM

m Message Management

Ensure real time messages
management

= Ensure message collection,
delivery, filtering & routing :
- Real-time messaging
- FIFO (message persistence
until delivery)
= Event triggering
= Raw data/messages API

§2# Device Management

Manage massive device fleets

= |nventory

= Commands

= Configuration

= Firmware download

= Hierarchical Group
management

= Campaign management

= Silent devices

= PKI management

@\ Data Management

Store and manage Data

= Generic and configurable
data model
= 2 levels of storage
- Time stamped
- Indexed structured data
= Multi criteria complex search
requests
= Structured and advanced
API



Manage the connected devices and enrich data

&= Developers € Advanced features ¥ Orange Assets/partners bundling
= Fully documented API = Data decoding for LoORa/SMS/MQTT = Vendor management
= LoRa Starter kit = Email/SMS notification = H1/2019 : SIM network services
" LTE-M Starter kit * HTTP push = Dataviz connectors: Freeboard,
= C SDK for ARM mbed devices = Rule engine : Event/state processing Jyse, Node-Red
= C SDK on Arduino + actions email/SMS/HTTP- = Bl integration : Tableau
push/FiFo
= C SDK on Raspber .
pherry = Geozone management Architecture

= Cloud to cloud (connector) API . . .

= Dataviz for administrators (Kibana) . 2019+ : O . Localized
- Marketplace - o + : On premises, Localize

= Billing Statistics API Saas




Live Objects position in Orange loT ecosystem

Connected

equipment Connectivity Live Objects Business apps

Devices & data management

Devices Admin

inventory Events & rules API
Data D

Devices
configuration API

o

Firmware update Devices
supervision

Data storage

messages bus

[74)
1Y
[e]
-
(3}
[)
c
=
[¢]
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Functional Overview & Value proposition

~ Coming next

Developers / Integrators

Professional services
Bespoke Integrations
Vertical solutions

Service editors/
Partners

Application Layer

Devices
Management

Message
Management

Structured Data Management

Asnsssssassssssssssssssssssssssans

Link to SIM
Management

MANAGE

Communication Layer

Other standards
protocols

CONNECT

DEVICES




Architecture

c i Connectivity Status
I Device management

Data
(opt)
Decoding
Index
) (search)
Rule Engine
Activity, '®
Device v E\éf;'t;& AP
Info # i
L processing
Enricher API Event 2 action Event

/Routing

connector

connector “

MQTT
E Application

WebHook




Time to see how it works !

Orange Business Services  Orange Partner

International v EN

e @ @

Live Objects
https://liveobjects.orange-
business.com/#/liveobjects

Live Objects, a secure Datavenue
platform for your objects and data

Want to manage your range of objects? Safely coll re the data of
your connected objects ?

Device management Message management Data management

V Provisioning V loT protocols (MQTT™", Rest, LoRa®", SMS™) v 1 year storage for interrogation

« Configuration changes «/ Other protocol on demand CoAP (beta) « Timeseries indexation

/ Firmware updates™ « loT networks (2/3/4G, LoRa®", LTE-M, NB-loT) « Message decoding™

of Sandinn rammande of Callant mescanas in real tima of  Muilti pritaria csarch with Flastinesarn h


https://liveobjects.orange-business.com/#/liveobjects

Developers ecosystem

Dashboard Park Data Kibana Configuration Simulation

[ [ o B O -

Live Objects

Live Objects support N
Ask the community
@ = .
- The complete Datavenue Live Objects Development Guide e prein

Gonsut Stack Overflow

Developer guide Live Objects decumentation is available online or can be downloaded as PDF.

User guide Dowmload as PDF vodie

{} swanger
) SDK & cods samples.
) Fostman

B Tutorials

Live Objects

Q@ ra

BE Developer guide
BE User guide

{} swagger

() SDK & code samples
D Postman

T Tutorials

Live Objects team offer you its tutorials to start the Internet of Things.

To connect your objects, send and manage your data, and many other videos to come!

Live Objects
@ ra
B8 Developer guide
B8 User guide
{) svasser
() SDK & code samples
D Fostman

B uonas

Kibana Configuration Simulation

Type

Code samples.

Cade samples

Code samples.

mived OF fisrary

mied OF samples and deme

SDK and code samples

SDK and code samples

Starter kit Lofla

Technical support

proome 0 O

Gontact the tachnicsl support

Commercial questions

Comtact uz for any acceunt or commercial ssues.

Gontact our commercial team

Language

Java

Fython

HodeJs

mbed 02

mbed 08

Arduing

Linux/Raspbery

Arduing

Contact our technical suport staf for email support with your profect.

Interact with the

Bienvenue sur cette.nouvelle vidéo.,
wjourdhui nous allons vous expliquer

e Bus

KK o0 |

Live Objects
Prototype and build your connected object

by g i o e bbb L SR
o i o S S o e 2 el

E & A @

Orange explorer LoRa® kit

1 Wi Cramge 2 ravdng "
o Wi 44 30 Gk e o8 5T oot W B
LoRst tecbesingy
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Kibana

Freeboard.io

Inside Live Objects: list of all received payloads

Inside Live Objects: graphs and maps of device values

Inside Live Objects: tool to analyze data and build simple &
advanced dashboards

Above Live Objects : easy graphical tool to prototype simple
dashboards and share them

Above Live Objects: easy graphical tool to create simple
dashboards and share them

Above Live Objects: easy graphical tool to build in drag and
drop simple or advanced dashboards

Above Live Objects: turnkey application developed by
integrator using Live Objects MQTT or REST APIs



Devices Data Configuration

Parc activity Sensing Labs - Franck )

Ly

N |sing Labs - Franck
Devices status | Add a custom dashboard | ®

Evices Data Configuration

Prototype a @ a Z77 Equipe LOM ~

Last Temperature

27.25 °C

Last mesure : 06/26/2019 11:48 AM
Source : Sensing Labs de Franck

Temperature

7 days [ v ‘

Sensing Labs de Franck &

Last Hygrometry

99 %

Last mesure : 08/26/2019 11:48 AM
Source : Seasing Labs de Franck

Last 7 days

Nb GW

Last mesure : 06/25/2019 11:48 AM
Source : Sensing Labs de Franck

Locslizstion

Sensing Labs de Franck @




Tempéeature { °F )
1

8 5 8 &8 & § B

Histogramme
Last 12 months << < 12months ~ LastiZmonths << <

Tempdrature { °F }
200000

150000

= 1

SESTSSSSS S 1

0 v ¥
QATO® L 208 g0 010 a0 g0 g0 g0 0P 000 a0 200 oW FEF T EEEF IV PF

[l Tésiphone de Jacques &
[l Tééphone de Rafic &
[l Tééphonece s &

[l Téséphone de Jacques &
[l Tééphone de Rafic
W Téépnonegedu &

Linked to a user

Several dashboards possible per user
Only tenants with datamanager (not
available for express accounts).

Value : display the last value returned by
a device

Curve : display line charts for a value
from a list of devices (up to 10)

Map : display a map of a list of devices
(up to 10) with their last value

Important : to create a widget the selected devices must have sent data at least once.



Personalized dashboards with Widgets

Edit a widget
Widget name * | V1 |
o I e e @
| A ] Histogram ‘
Device selection * Device name Device ID Device stream ID
Explorer2 urn:lo:nsid:lora:0004A30B00203F08 urn:lora:0004A30B00203F08!uplink
Data to display * | metadata.network.lora.rssi % - |
Unit | Enter a unit of measure (ex: °C, %, ...) |
Widget size
metadata.network.lora.rssi E N
L]

» location {2}

* value {6]

CO2 (e 804)




Buckets : grouping the indexed data into 7 buckets according to :
* time intervals
* value intervals
+ afield value, partly or fully
* ageographic coordinate
* customized filters

Buckets are generally the first dimension in graphs
* 1 graph bar per bucket, or 1 pie-chart slice per bucket

Metrics : computing a unique value per bucket
* amount of data in the bucket
« average, sum, min or max of one field
* occurrence number of one field
* value distribution

Metrics are generally the second dimension in graphs
* bar height, pie-chart slice width
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Orange Pariner

Orange Business Services

Live Objects

@ o

Dashboard visualization

Developer guide

{} Swaggerapl
() BoardSDKs

Gode samples

20

Community devs

Postman collections

[\

36

Dashboarding with Node-RED

Install and use the dashboarding module of Node-red

exeo
In addition to display your data, you can also send commands to yOUl - dasnboard 5
san c—

Follow our tutorial on Github

Temp > 50
Rev/Min
button router/~event/vl /data/new/# — e Gauge Temperature
. p]
frri t Reutin
switch [ ——
=
et
numeric C ra /‘— Temp chart.
Fcmhygerety (<]
= - =
—_— ( —
e
o X_
T
form
=
=
chart Buzzer command p— Sei payioad & headers | ——— json =
==
—

Switch

n

Node =
Name RPM Chart
Type ui_chart

m

ither be a time based line chart. a bar
ehart vertical or horizontal). or a pie Ghart,
Each input mag_payload valus wil b
converted o a number. | the conversion |

Gauge

941

Hyg, —————————®
—

Temp.

Temperature Too hot ! ®

Temperature & Hygrometry

Compass

941

RFI

133200




Free (open source, Apache license)
PC, public-hosted, or private-hosted deployment

Training test platform:
Kermit with pre-built Docker and /data persistent volume and $HOME=/data

then open "Install" tab , search "node-red-dashboard” and install it

User Settings
On Windows to install Node-Red and dashboard module you can follow that video https://www.youtube.com
/watch?v=hEpeobDy;8k View Nodes l Install l
ot z
® go to https://nodejs.org/en/ and install Node-RED Keyboard
® on Windows, open CMD.exe as an administrator Paletia

® install Node-RED npm install -g --unsafe-perm node-red
® |aunch Node-RED node-red

L
(]
57

You will find Note-RED at http://localhost:1880

To install dashboard module, open the menu at the top right and open "Manage palette” menu N
You will find Dashboard at http://localhost:1880/ui

37


https://nodered.kermit-noprod-b.itn.intraorange/

= mon hydro
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https://liveobjects.orange-
business.com/api/v0/data/streams/« Stream Id»?limit=1

DATASOURCE

WIDGET

Humidity rate

datas

API Key






lOT use cases

Industrial

= Preventative
maintenance

= Worker safety

= Optimize
inventory

= Kaizen (flow
optimization)

= Smart Grids

Smart Cities

Manage physical
access in
buildings

Energy savings &
efficiency
Security
Metering
Parking

Lighting

Waste
management

Retail

Optimize
inventory
Automatic re-
ordering

Alerts when out
of stock

Healthcare

Transportation

Monitor patients
with chronic
diseases (post
hospitalization or
therapeutic
educational
programs)

Connect medical
devices

Proof of patient
compliance

Improve service

for passengers by
informing them of

the time they will
have to wait & of
traffic issues

Remote
maintenance on
vehicles

Productivity
enhancement

Insurance

Develop safe
driving behavior

Tele assistance

Monitor risks
related to health
insurance &
create pay-as-
you-live models
Monitor risks
related to home
insurance


https://www.youtube.com/watch?v=CHeMbhk4Mmw&feature=youtu.be
https://www.youtube.com/watch?v=NXMT8ONICfM

Smart Agri

Wineyard - Jidvei / Frontier Connect

Business needs Technical needs Expected results

Track production costs in quasi-real
time.

Production forecast (quality and
volume).

Compliance with national regulation
(Electronic wine certificate — end of
2020).

[Monitoring in real time of field activities.
[Monitoring pedoclimatic factors.

Spectral vineyard plantation analysis
|(satellite images & drone).

Vario — treatments
[Machine learning/Al

Automation/Robotization

Fuel and spare parts economy, regular
linspections.

Lowering losses due to incorrect
treatments

|Controlling the quality and volume of
the grapes production

Electronic wine certificate.

Lowering the consumption of
substances, fertilizers and water.

{Optimizing production cycle




Smart Agri

Wineyard - Jidvei / Frontier Connect

ORO Services:

- LoRaWan network dedicated to
Jidvei

- 10T Orange platform — LiveObjects

- Solar powerin 5 locations

Orange Cloud

Teraseya Platform

LiveObjects
Server

ERP Jidvei

Frontier deliverables:

- Real Time Kinematics Base stations

- GPS & RTK trackers with LoRa
modem

- BLE tags for auxiliary

- Teraseya weather stations

- Teraseya Smart Agri Platform




Smart City
Air quality monitoring - lasi Municipality/ uRADMonitor

Business needs Technical needs Expected results

Improving the quality of life in lasi. Monitoring in 22 points of PM 2.5 and
PM 10 patrticles, etc,

Improving communication with the
linhabitants. |Obtaining the green map of the city,

|Local administration digitization Dashboard with the measured values.

Mobile application.




Smart City
Air quality monitoring - lasi Municipality/ uRADMonitor

WEB Servers/
APP Servers

Orange Dashboard

WEB interface

LiveObjects @
|

oy )
INTERNET )
detwork uRADMonitor B o 7 Q

— - =
' n
uRADMonitor
Mobile App

ORO services:

Public LoRaWan Network

IOT Orange Platform— LiveObjects
Dashboard Smart City ORO
Sensors deployment

uRAD deliverables:

Air quality sensors A3
uRADMonitor platform
Dashboard uRADMonitor
Android App




Smart City

Waste Management - Salubris lasi/ Electra

Business needs Technical needs Expected results

Optimizing operational costs. Video surveillance of the collecting Lowering operational costs.
|points.
Improvement quality of the waste — Improvement of the quality of service
accurate waste separation. Video surveillance of the garbage truck | [through right in time operations.
while loading.
Customers satisfaction improvement. Identifying citizens who didn’t collect

Realtime tracking of the degree of filling | |selectively.
|of garbage can.

5 years lifespan of the filling monitoring
Idevices




Smart City

Waste Management - Salubris lasi/ Electra/ FullComm

ORO Services:

- Public LoRaWan network
- LTE-m network
e Salubris HQ - M2M
- 10T Orange platform — LiveObjects

LiveObjects ERP.Sa|ubr|s

Server

- @ RN Livrabile Electra:

' - Waste management devices with
LoRaWan and LTE-M

- Waste management server

% Livrabile FullCom:

- |P camera with SIM

 J

Dispecerat
Salubris




Resources:

1.

Devices:

https://www.robofun.ro/

https://docs.pycom.io/

Platforms:

https://liveobjects.orange-
business.com/#/liveobjects

https://azure.microsoft.com/en-
us/services/iot-hub/

Dashboards:
https://grafana.com/

https://www.elastic.co/kibana

Software:
LiveObjects Postman scripts examples

GitHub resources for LiveObjects

5. 5G:
« https://www.etsi.org/technologies/5G
6. 5G - Edge Computing:

hitps://bscw.5g-
ppp.eu/pub/bscw.cqgi/d397473/EdgeCo
mputingFor5GNetworks.pdf

7. 5G - Use cases and performance model:

o https://www.5qg-ppp.eu/wp-
content/uploads/2014/02/5G-PPP-use-
cases-and-performance-evaluation-
modeling v1.0.pdf



https://www.robofun.ro/
https://docs.pycom.io/
https://liveobjects.orange-business.com/#/liveobjects
https://azure.microsoft.com/en-us/services/iot-hub/
https://grafana.com/
https://www.elastic.co/kibana
https://documenter.getpostman.com/view/1510363/live-objects-training-publish/7TJCtGP#fe575073-bf4c-46d0-a632-b12cd787e71c
https://github.com/DatavenueLiveObjects/
https://bscw.5g-ppp.eu/pub/bscw.cgi/d397473/EdgeComputingFor5GNetworks.pdf
https://www.5g-ppp.eu/wp-content/uploads/2014/02/5G-PPP-use-cases-and-performance-evaluation-modeling_v1.0.pdf

Thanks

Dorian Draghici

Managing loT Consultant
Mobile: +4 0744 44 11 20

Busipess dorian.draghici@orange.com
Services



mailto:dorian.draghici@orange.com

Apendix 1

Decoders and queues
Rules

Notifications

Analyse and search



Live Objects
user profiles



Account / tenant view

« Account

& Account . ]
Account informations

@ Users

Name demolo
Q. Apikeys Live Objects ID 5065835083 1157577860162
= Message bus Creation Date 02/14/2019
[§) Firmwares Country FR
{}g Decoders
My profile
Login formationlo

Email olivier.matheret@orange.com



dim. 07/07/20 5:36
no-reply@liveobjects.orange.com

Live Objects by Datavenue : Please activate your account

A IMATHERET Olivier OBS/SMS

Configuration 5 Users > Register a user
<«
- Account
585 Users
& Apikeys
=™ Message bus
B Firmwares

£ Decoders

Register a user

@ User information
Login
Email
Profile

Roles

User

Name

Bus access

Bus Configuration

Account

Data Progessing

User

Device Access

Logs

Gonnector Access

Device

APl Key

Customized

Deseription
Message Bus access using MQTT or HTTP

Routing Keys and Message Queues management

count configuration

Data Decoders and Events Processing management
Collected Data Access

Users management

Device mode MQTT access

Activity Logs access

Connector mode MQTT access

Device management

API Keys management

- Datavenue

required field

Live Objects 721

Please activate your accoun

Hello

Reading  Writing

The administrator of the demolo Live Objects account has created you an user
account with this email address.

In order to activate your account, please finish its creation by setting your password
by clicking on link below. This link is valid 1 month.

Password update

Password must:

contain at least 8 characters

contain at least one uppercase letter
contain at least one lowercase letter
contain at least one digit

contain at least one special character

| Sradsh-



Live Objects
API Key management



. Dashboard Devices Data nfiguration FranckChezOrange ~

Configuration » Api keys
« Api keys 4 apikeys

& Account

Traffic is limited. See offer details

# Users
c

Q. Apikeys

Name Active Profile Last activity
=W Message bus

App CAB Customized 8 minutes ago
@ Firmwares App OAB 2 Customnized 6 days ago
ﬁ Decoders Clé Campaign Customized a year ago

Jyse Customized 6 days ago

K o [3



Create an API key
Roles : see technical documentation for details

Profile

|:-:MG'I'I' Diwice |Eﬁz|.°.pp|'v:a1.inn |:-:I;}.|=-1nmia=d

Us=r

AP Key

Bus access

Bus Configuration

Campaign

Data

Data Processing

Device

Device Access

HAccount

Kibana

D==cription

Users management
Assign USER_R and USER_W roles

APl Keys management
Assign API_KEY_R and API_KEY_W rcles

Mes=age Bus access using MOTT or HTTP
Assign BUE_R and BUE_W roles

Aouting K=ys and Message Queues management
Assign BUS_CONFIG_A and BUS_CONFIG_W rales

Managment of massive operations on a set of Devices
Assign CAMPAIGN_R and CAMPAIGH_W roles

Collected Data Access
Assign DATA_R and DATA_W roles

Data Decoders and Events Processing management

Assign DATA_PROCESSING_R and DATA_PROCESSING_W rol=s

Device management
Assign DEVICE_R and DEVICE_W roles

Device maode MOTT access
As=sign DEVICE_ACCESE role

Account configuration
Assign EETTINGE_A and SETTINGE_W roles

Kibana acoess
Azzign KIBAMNA_R role

Reading

Writing

4.4. Role

A Role can be attributed to an APl key or user account, It defines the

priviledges of this user or APl key on Live Objects.

Important Motice : Some features are only available if you have

subscribed to the corresponding option, so you may have the proper
- set on your user but no access to some features because these

features are not activated on your tenant account.

The currently available roles and their incusion in Admin or User

profiles:

Read parameters and status

Create, modify, disable an APL

Read parameters and status

Create, modify, disable a user.

Read the tenant account

Create, modify tenant account

Read parameters and status
of a Device (aka Asset].

Create, modify, disable a
Device [aka Asset), send
command, modify config,
update ressource of a Device,

Read parameters and status
of a massive deployment
campaign on your Device

Create, modify a massive
deployment campaign on

Role N Admin  User -
Name Technical value profile  profile Priviledges
APl Key APLKEY R * x of an AFL key,
API Key APLKEY W X X Key.
User USER_R X X
of a user.
User USER_W X
Settings SETTINGS_R X x custom settings.
Setti SETTINGS_W X X
ettings & custom settings.
Device DEVICE_R X X
Device DEVICE_W x
Device
; CAMPAIGN_R X X
Campaign -
Fleet.
Device CAMPAIGN_W X
Campaign -

your Device Fleet.



Copy/paste the key, it appears only once!

Api key generated

Here iz the api key value. Keep it in a safe place.

812481601c484a45b725792fcBecc18b | Copy to clipboard




@ T .l 9% 1619
- LO Asset

Connection Profile

Server Orange M2M Prod.

Protocol MQTT w/ SSL

Credentials
Login Details
Client Id android:353748069157615

Username jsont+device

API Key

A NoAPIKey

Information

Asset Id (IMEI) 353748069157615
—
151 [+

Simulate Resources

Jokejeq | 110G AN9SIA 3] H9NE §3156G-3P0D Un 2o1peou3

apoaseg m

-
>
%

H3IOVINVd

7] © 7 .l 9% @ 16:20
B 0Asset

Connection Profile

Server Orange M2M Prod.

Protocol MQTT w/ SSL

Credentials
Login Details
Client Id android:353748069157615

Username json+device

API Key

’ d04504440537438bbeeal1c9bb7041079

-

/

Information

Asset Id (IMEI) 353748069157615

—
¥ O

Simulate Resources
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Data Gonfiguration

FranckGhezOrange ~

Devices » All devices

All devices (except LWMZM)

«

# Devices

Slovakia

demo

-

france

-

romania

test devices SMS

60

-

All devices

0 selected device / 11 devices.

Name ¥

Auto-created devwi
ce (mgtt # urnclocn
sid:android:35732
9073120059}

Auto-created devi
ce {mgtt / urnclo:n
sid:android:35732
9073120059PRIM
ARY)

Device ID Group ¥ Tags Connectivity
um:lo:nsid:android:35 /demo dema MQTT
7329073120059

umn:lonsid:android:35 /demo primary MaTT

T329073120059PRIM
ARY

Status

Offline

Online

Last
comm. ¥

03/10/2019
5:28:09 PM
3 months ago

06/25/2019
11:03:33 AM
a few seconds
ago



LoRa objects provisioning

Unitary provisioning : portal
* Profile

»  specific to the manufacturer if available
»  otherwise : Generic_classA_RX2SF12

Decoder
»  specific to the model if available
*  can be created on-demand
»  otherwise : can stay blank

¢ DevEUI

*  AppEUI/ AppKey

* Tags & properties

+  Group

» Connectivity options :

@ LoRaWan information * required field I Custom parameters

Name Tags

enter a name

Profile * Connectivity options
v @

Decoder Group
- root

DevEui * Properties

enter a device EUI in hexadecimal format Enter property label

Device ID

um:loznsid:lora:...

AppEui *

enter an application EUI in hexadecimal format

AppKey *

enter an application key in hexadecimal format 9

Default Streamid

urm:le:nsid:lora: o

*  depending on the commercial offer : TDOA and/or Acknowledgments

61 Orange internal

Enter property value



LoRa specific parameters

Unique and permanent identifier of each sensor (MAC equivalent Address).
This number is assigned to the LoRa sensor by its manufacturer in a slot
managed and awarded by the IEEE.

The DevEUI is stored in the sensor.

Identifier of the embedded application in the sensor.

The exact use of this parameter can still evolve in the next versions of the
LoRaWAN standard.

The AppEUI is stored in the sensor at the time of its manufacturing (by default)
or later, at the time of its personalization.

Unique secret key stored in each sensor and shared with LoRa network.
This 128-bit key is the primary encryption key that is used to create other
NwkSKey and AppSKey session keys.

62 Interne Orange



Geolocation for LoRa

TDOA can be activated on the account.

TDOA to be activated on the devices :

in the device identity

Connectivity options

Selection update (2 devices)

Cannativity sptions

Be advised that this modification will be applied to all selected devices.

by batch, in the device list

TDOA needs at least

63

3 macro-gateways

excluding nano-gateways, repeaters, and
lora-anywhere

non-aligned

Interne Orange

v

Geolocation TDOA ()

Geolozation TDOA

¥ Location
Lat/Lon 47.281508,-1.513751 &
Type lora

"location™: {
"provider”: “lora",
"alt": @,
"accuracy”: 18684,
"lon™: -1.513751,
"lat": 47.281506

/

/

type: lora-tdoa
provider: lora-tdoa



MQTT / SMS objects provisioning

MQTT (auto-provisionning is possible) :
*  NameSpace + ID
* Description

SMS :
*  SIM-card phone number

» Server phone number (contract-depandant)

 Decoder

Common fields:
* Name
* Tags (x10) & Properties (x10)
+  Group

Multi-connectivity option: using API

64  Orange internal

1

}

"connector™: "sms",
"nodeId": ™33601201201",
"enabled": true,
"status": "ONLINE"

"connector™: "mgtt",

"nodeId": ™urn:lo:nsid:sensor:temp001",
"enabled": true,

"status": "OFFLINE",

"lastContact":

"2018-03-02T15:57:23.7722"

GET /api/vl/deviceMgt/devices/urn:lo:nsid:sensor:temp00l/interfaces

* required field

Custom Paramaters

R

f+1)

room 3028 @n

= =




Device import (SMS and LoRa)

Live Objects

Devices » Add devices > Prepare afile

1.Prepare a file 2.n

Help in preparing CSV or XLSX file

o No need for a template, go to the next step directly

Generate a CSV or a XLSX template

65 Orange internal

o Generate a CSV or a XLSX template

Connectivity © LoRa sMs

Generate a LoRa template Empty template © Pre-populated template
Devices quantity * H

Profile

Activation mode

Connectivity options

Group

Tags

File type csv O xsx




Device import (SMS and LoRa)

1.Prepare a file 2 Import file selection 3.Import

Select a CSV or XLSX file @

lora_import_sample_legacy(1).csv (£ devices) x

Number of devices detected 4
Number of errors detected 0
Number of warnings detected 1
File row & Column ¥ Severity ¥ Details
) lora_encoding Warning decoder does not exist

Import the devices

lora_import_sample_legacy(1).csv

Number of devices ready to be imported 4 devices LoRa

m Import the devices

66  Orange internal



Manage a device hierarchy

Create new groups into the tree

Orange Business Services  Orange Partner

EN ~

faee  Dashboard Data Gonfiguration Simulation Prototype [ O & FranckChezOrange ~

Live Objects
Devices > Managed/MQTT , france

Move devices into the tree

Move selection to
Campaes
Arel Filtars Destination b;ex.acr a group
All devices Add subgroup
| b B 1 device
~ France
F A
Paris. :
~ Romania M et
5 Namespace
Name - Id v Group Tags
Auto-created dev android 000000000000000  ../paris
ice (matt / umn-lo:
nsid-android:000
000000000000}

67  Orange internal



2 sets of APIs to manage groups

68

Orange internal

You can create/update/delete/list groups

Device management - Groups - V1 : Group management

fapiiv1/deviceMgt/groups
/apifivi/deviceMgt/groups
ot /api/vi/deviceMgt/groups/{groupld}
/apift/deviceMgt/groups/{groupld)
m /apiivi/deviceMgt/groups/{groupld}

Show/Hide List Operations  Expand Operations

List registered groups

Create a new group

Delete 8 specific group

Get a spedific group

You can assign groups to the devices

Device management - Inventory - V1 : Devices inventory

lapilv1/deviceMgtidevices

=3 eviviidevicemgtidevices

E /apifv1/deviceMgt/devices/{deviceld}
=38 /api/vi/deviceMgt/devices/{deviceld}

EE apiviidevicemgtidevices/{deviceid)

Delete a device

Get a device




Information is visible in device metadata

Get the assets information

GET Vv hteps://liveobjects.orange-business.com/api/v0/assets?size=25
Pretty R P JSON VvV -
262 ~ {
263 "namespace”: "android”,
264 "id": "200000000000000",
265 "creationTs": 1519761829362,
266 "name": "Auto-created device (mgtt / urn:lo:nsid:android:@00000000000000)"
267 "description”: "This device was auto
: 2000000000000002]1",
268 “tags”: [1;
269 "properties”: {},
270 "lastUpdateTs": 1529420837399,
271 "connected”: false,
272 "path": [],
273 "metadata”: {},
274 "groupld”: "Amsl3f".
275 "groupPath”: "/france/paris"”
276 s

@ Q Save Response

2

registered by the connector [mgqtt] with the nodeld [urn:lo:nsid:android
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Assign “/romania” group to the device :

urn:lo:nsid:mqtt:URN:LO:NSID:SENSOR:TESTFLGAPPOAB00000

70

Live Objects

Devices » Msanaged/MOTT » romania

Managed/MQTT -

L m Romania

EN~

Prototype a @ & Franckchezorange ~

Q
Last
Status  contact
av Group Tags ¥ - Path
123456789012345 m 37 minut
%
URN-LO NSORTESTFLGAPPOABD00O /rom mnute ago drec



Check the current state

« ’ t Confort1 - umionsidlora:A81758FFFE0347F0 1]
& Monitoring
® Activated
O Identity LoRa Y
last contact on 07/07/2019 4:28:41 PM
£ uplink
Lat/Lon : 45.155823,5.730734 Last update : 07/07/2019 4:28:41 PM
B Downlink 2
' &
=izt )
Logs Statut Traduction EN Traduction FR :one (proposition)

REGISTERED  Registered Enregistré

INITIALIZING  Initializing En cours d'initialisation

INITIALIZED  Initialized Initialisé
(new)
DEACTIVATED Deactivated ~ Désactive
REACTIVATED Reactivated ~ Réactivé
(new)

ERROR Error Erreur

ACTIVATED Activated Active .

71 Orange internal




Activate / deactivate a device

0 Device deactivation 2 devices)

Are you sure you want to deactivate these devices?

0 Ee advised that this modification will be applied to all selected devices.

(o] [

72  Orange internal



LoRa: Send a business order / remote configuration

<« t Confort1 - umilonsidlora:A81758FFFEQ347F0 1]
0 Identity

Register new command

£ uplink Port *

100 5
m Downlink

Conﬁrmece
Logs

ter the data in hexadecimal *

- GAFEBABE
Confirmed means

“received by network”

not received by device Sent means “sent to

the network” not sent
to the device

+ Add command

Date Payload

73  Orange internal 07/07/2019 4:34:39 PM CAFEBABE



. Dashboard Devices Data Configuration Simulation Prototype E @ a Training doc

Live Objects

Devices : MQTT : france » paris > android / 123456789012345PRIMARY > Parameters

« Live Objects Android demonstrator ( android / 123456789012345P
RIMARY )
€ Identity
@ Siatus 'D Reset changes | c
¥ Parameters Value
Id Value timestamp Status Last contact Target value
E] Commands logLevel Info a minute ago a minute ago Infa
[STRING] [STRING]
@ Firmwares updateRate 7 10 minutes ago 10 minutes ago

INT32]

o



MQTT: Remotely apply parameters on devices

Edit device parameter X
Type STRING v
Value Info

Orange FR @ ~ ... T .l 45% & 19:29
o

LO Asset §

DECONNECTER
D Resetchanges | & Configuration

e Rafraichissement : 10 second(s)

Id Value Value timestamp Status Last contact Target value
B Niveau de log : Info
logLevel o 2 minutes ago V 2 minutes ago Info
[STRING] [ETRING]
Télémétrie Ao @
updateRate L] 2 minutes ago 2 minutes ago 0
[INT32] [NTa2] ﬂ -

® 19% —
@ 8936 rpm

Localisation aute @

75 Orange internal




76

. Dashboard Park Data Configuration Simulation

Live Objects

Prototype

Park » MANAGED/MQTT . android /357320073120059 » Register new command

© Iidentity

& status

L3 Parameters

Commands

Firmwares

android / 3567329073120059

Register new command

Namespacs

Ewent

Payload

Data

android

357329073120059

buzzer{

Bl 0 Asset

Configuration

c Rafraichissement : 10 second(s)

B Niveau de log : Info
Télémétrie
ﬂ 107°
Q 24%
@ 388 rpm

Localisatia

o

Paramétres

Auto .

Cute @
[+

Ressources




Orange Business Services Orange Developer

. Dashboard Devices Data Configuration @ I.I olivier 002 «

Live Objects

Devices > SMS

SMS v K Import

» All devices

Add filters Q
0 selected device / 1 device. c
Server phone Last
MSISDN Name ¥ Group Tags number Status comm. ¥
33631942177 / 20259 Online 02/14/2019
4:34:59 PM
a day ago

H



SMS : adding a device

Choose the SMS server number to be Choose a payload decoder. The list

contains private decoder (created by the

used by the device (provisioned in
the offer setting of the account) oms customer himself, or public (available for

all customers)
© Information * required field = Custom Parameters
Name Tags
enter a name enter ta
er phone number * Grplap
- root -
Decoder Properties
- Enter property label Enter property value @
MSISDN *
example: 33655443322 =)
Device ID
urn:lo:nsid:sms:... Personalize
Default Streamid
urn:lo:nsid:sms: Personalize 0
Type the msisdn of
the device with the
international prefix m

(without « + »)
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Decoders and queues
Rules

Notifications

Analyse and search

Live Objects
Data management




Data management
Available tools

Retrieve my data in a business application using MQTT or

(| Rest via queues (FIFO)

(P

"N Decoders Create or use decoders to structure and index object data

Perform Complex Queries (Bl) on my indexed data with

Data management Elastic Search

Create rules for triggering alerts on object data sent to the
business application

Live Objects or the business application can send SMS,
email or push Http notifications following an event

Create alarms on unexpected device behavior

80 Interne Orange



Message queues : FiFo

Benefit : it guarantees that the messages are delivered to the Application. Messages are stored in

a queue on disk until consumed and acknowledged (7 days max)

1) Create the Fifo ,
2) Create links between data route xxxxx -
and the FiFo : pplication
route xxxxx e —
5 Business
, Application
e .
S=~q Busmess
T Application
Messages are replicated to all routed-to Fifos

Fifos don’t replicate messages for each consumer : if 2 business applications consume the same Fifo, each

of them will share a random distribution of the messages

81 Orange internal



Decoders

Apply to any MQTT / LoRa / SMS device

Result
1
Payload to be decoded "lightsensor™: 18,
123220 "leds": 5@,
"temp™: 32

h

B Bit per bit decoding B Byte per byte decoding

B Depending on the device behavior
B For devices with variable payload

82 B Customers can develop their own decoder

JavaScript

For devices with complex behavior
For devices with variable payloads

JS decoders must be qualified by
Live Objects team



To trigger on values or metadata

Cut in 3 steps:

» detection of a triggering value : matching rule

« rule that defines the event triggering : firing rule

« triggering inhibitor for interval repeats : firing guard

To trigger on all state changes (based on values)

To trigger after a device inactivity during a given duration

83



Automatic actions on events : Event to Action

Make an HTTP Push for all incoming data

Data > Routing

<« Routing rules
E Messages p
+ Add a routing rule
& FFo '
9 routing rules
'ﬂ. Routing Name Source Destination Status
|| publish new lora data to fif lora smartopnursery ® Enabled
Data > Routing > Addarule > Name

Give a name to your routing rule

Rule name http_push_rule

.

-

Set a selection filter for messages you wish to route

lo All devices messages l A filtered selection of messages

8  Orange interal N




Configuration Alarms

Live Objects

Data » Messages

« Messages

-
=0 Messages

& FFO

From =

'ﬂ. Routing

[s1

Activity Logs
12343 answers
Date

06/25/2019 11:39:15
AM

HH - MM - SS T ™M fH - MM : SS

Source Stream Value Tags
clientld : urnclomnsi & android36404103507 { "revmin™: 8185, "C027: 581, “doorOpen”: false, h  yo
d:android:864041 1645PRIMARY yErometry™: 59, “temperature”: 118, "pressure”: 1283 jacgu=zPhans

035071645PRIMA H (5]
RY



historical search

List Operations.

Expand Operations.

Retrieve data from the streamld

Insert a new Data into the stream

(] ==

Data management data store : APls (o store and retrieve data Show/Hide
Japifvl/datas/streamsHstreamid}
Japi'vl/dataizstreams/H{ztreamid}
Data management data store : AF|s to store and retrieve data Srowrice | Lat Comsos | S Cowsto
B3 vvocmssremssreams P —
Implementation Notes
P
ResTiced 0 ey o e - DATA_R.
Fzsponse Class (Staus 200)
amay of Stoneaily
cos Example value
r -~
e
Response Comem: Type 2poilcton/sen -
Parameters
[ ua Smzs Fwaraie Tipa_ Caia Tim
tramld i | Srwamict Som whech She dut path g
e 10 B rea
i et 100
g iple veloaz inm new linay. [ fiber cats whe bmestamg o n Ty AmmiEnng
P ——
P —
sz [operssund. Zaa
[ —————
Lovartrure i s, gt
f——
J— [P —— =
PSS —————
[P —
—
ES : v AV oy e g

Reguest URL

https://livesbjects. orange-business. com/api/v8/ data/streams, android3573208731 20859 Limie=108

Response Body

"id": "52822299c7424951F5518ecd",
"streamld": "android357329873126859",
"timestamp®: "2817-11-87T21:16:09.3612",
"loeation”: {

"lat": 48.872815,

"lon": 2.348264
I
"model”: "Model0ABDemolppBS”
"value®: {

“revmin®: 4437,

“hygrometry”: 47,

“temperature”: 12
I
“tags™: [

“0ABDemodpp. 08"
1.
"metadata": {

Response Code

288

curl -X GET

--header 'Accept: application/json'

——header 'X-API-KEY: XXXXKXKXKX v

'https://liveobjects.orange-business.com/
api/v0/data/streams/android357329073120059?1imit=100"



searching with ElasticSearch

Data management data search : APls to search through injected data snowHise | List Operations | Expand Operations

vl /apifvlidata/search Query an Elzsticeearch Domain Specific Language request

ool /apiivOidata/searchihits ‘Query an Elasticsearch Domain Specific Language request and get only hits result

Elasticsearch is a distributed, ]SON-based search and

- analytics engine designed for horizontal scalability,
-

']

maximum reliability, and easy management.

https://www.elastic.co/guide/en/elasticsearch/reference/current/index.html



https://www.elastic.co/guide/en/elasticsearch/reference/current/index.html
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POST

M

Import Runner

Collections

Naotification : sending SMS

OAB App %

5 requests

Simul OAB App - multi range
Retrieve data from the streamld
OAB App - Temp = 100 ordered
OAB App - ELS - muld range

OAB App - fra.lelong - multi range

Test Debug ¥

2 requests

Test Firmware W

2 requests

TestSEP %
9 requests
Test Create a new FiringRule

Test Create a new MatchingRule

Q =

Builder

X

Simul OAB App - mult +

v Simul OAB App - multi range

Multirange request on Elastic Search with the followig restrictions :
» StreamiD : android357329073120059
* Model : ModelOABDemoApp0d

The result will be sorted. Some stats will appear at the bottom of the result

POST v

Auth n s (2) Body @ Cookies Code
sk
form-data x-www-form-urlencoded L e binaryl ¢ simui 0AB App - muit range Simul OAB App
- L ¥ e 200 0K
18 ~ "range” : { -
11 -~ "igMode10ABDemoApp@@. value . temperature” :{ ey = r
12 "gte” : 28,
13 "lte™ : 5@ e
14 }
15 } 5
16 1. 5
17 - { 23
18 ~ "range" : { 1
19 - "@Model0ABDemoApp@8. value. hygrometry™ :{ i
28 "gte™ @ 38, 13
21 "lte" : 88
22 }
23 H
24
25 T
26 1 r;\n.n : 2584,
RS 2 | wwmm
- - - PR - - - 8 “timestamp™: “2017-11-11T19:02:45.2222%,

https:/fliveobjects.orange-business.com/apifv0/data/search

Examples (1)

Simul OP@pp -multira |

Add Exampl

e

params m Save

<

(@]
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-

New Import

Runner

Collections

Builder

Create a simple Matct

All

Debug mode %

2 requests

Device Management ¥

8 requests

Live Objects Training publ...

39 requests

Requests on the Data zone

7 requests

Rule Engine %

26 requests

;‘E‘. Matching rules

POST  Create a simple MatchingRule

» Create a simple MatchingRule

POST Vv hups://liveobjects.orange-business.com/api/v0/eventpri

MyKey  ChSE NI WO L OGS T A I W
hitpHost  hitps://liveobjects.orange-business.com
X-API-KEY PRI SO I ST T AN

Authorization (2) ®
TYPE
Inherit auth fromfiparent b
*
The authorization fgeader will be This request is u¢
automatically genefated when you
send the request. lfarn more about k
* authorization

keyCampaign  EEPNIRG WnbE GANTE AS w

Lorakey WS S NP OGNS TS ST

Globals Edit

No global variables

Save common values across all your environments as global

variables. Learn more about globals

90 Orange internal

PP w
GET v ht pifv0/data/streams/android 3p73290731200597limit=100 Params m Save
Authorization Headers (1) P P Cookies Code
Key Valueygy Description Bulk Edit  Presets ¥
X-API-KEY




Shared collection

https://documenter.getpostman.com/view/1510363/live-objects-training-publish/7TJCtGP

LIVE OBJECTS TRAINING PUBLISH
Introduction

Push Data from Lora Devices
Rule Engine
Firing Rules

Event to actions

Create a new action policy
GET List action policies
DEL delete an action policy
PUT Save or update an action polic
Matching rules
State processing
Device Management
Firmware management

Campaign Management

91 Orange internal

qu

PUT Save or update an action policy

update an

https://liveobjects.orange-business.com/apifvl/event2action/actionPolicies/f
3a1f839-31fc-4f80-a7d2-f13f0ae7041a %

The ia field is mandatory in the path but is optional in the payload.
In a case where an id is specified in the payload it must match the
id specified in the path. Otherwise an HTTP 400 will be issued.

Restricted to API keys with at least one of the following roles :
DATA_PROCESSING_W.

HEADERS

Accept application/json
Content-Type application/json
X-API-KEY {PX-APIKEY])
BODY



https://documenter.getpostman.com/view/1510363/live-objects-training-publish/7TJCtGP

MQTT Box : install/configure a client
Maqtt/WebSocket, admin install

R —
, 3 m . WRI _
Microsoft Store MQTTBox Edit Help
B e 5 = = Client Setti Helj
Accueil  Applications Jeux Musique  Films et TV SMenu | 4 MQTT GLIENT SETTINGS TRl
MQTT Client Name MQTT Client Id Append timestamp to MQTT client id? Broker is MQTT v3.1.1 compliant?
M QI I Box TestFranck app:575b5a67-22c-4cde-b2i1-b8b1T | O3 o Mo @ Yes
workswithweb « s J 7 % Protocol Host Clean Session? Auto connect on app launch?
Ce produit est installé. matt / top v liveobjects.orange-business.com: 1883 @ Yes @ Yes
- Password Reschedule Pings? Queue outgoing QoS zero messages?
5 application)| ‘ @ e
+ Offre des achats in-app PP ! @ Yes @ Yes
R Period (milli: ds) Connect Timeout (milliseconds) KeepAlive (seconds)
1000 30000 10
Will - Topic Will - QoS Will - Retain Will - Payload
Will - Topic 0 - Almost Once v ] No
4
Delete

range internal
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MQTT Box

B MQTTBox
MQTTBox Edit Help

= Menu - ® Add publisher @ Add subscriber o
test LO - mgtt://liveobjects.orange-business.com:13883
Topic to subscribe %
R fifo/testFifo
fifo/testFifo
{"streamld":"android3573290731200

QoS 59PRIMARY", "timestamp":"2019-06-

0 - Almost Once . 25T08:36:16.217Z","location":{"lat":4

{"streamld":"android3573290731200
59PRIMARY","timestamp":"2019-06-
25T08:36:16.217Z2","location":{"lat":4
8.80121,"lon":2.29413},"model":"de
mo”,"value":{"C02":499,"doorOpe
n":false,"hygrometry":59,"pressure”:
999, "revmin”:5333,"temperature”:8
3},"tags":["primary"],"extra":{"DT":"T-
system","airport":"gatwick"},"metada
ta":{"source":"urn:lo:nsid:android:35
7329073120059PRIMARY","group”:

[ TEIR T  d W J T Y O PR TN | niu

8.80121,"lon":2.29413},"model":"de
mo","valug":{"C02":499,"doorOpe

n":false,"hygrometry":59,"pressure”:
999, "revmin":5333,"temperature":8

3},"tags":["primary”],"extra":{"DT":"T-
system”,"airport”:"gatwick"},"metada
ta":{"source":"urn:lo:nsid:android:35
7329073120059PRIMARY","group":
{"id":"rEb7JR","path":"/demo"},"con
nector”:*mgtt","network":{"maqtt":{"cl
ientld":"urn:lo:nsid:android:3573290

73120059PRIMARY" 1]}

qos : 0, retain : false, emd : publish, dup :
false, topic : fifo/testFifo, messageld : |, le

|nath : 521_Raw pavload : 123341151161




MQTT Fx : install/configure a client
tls, HTTP proxy, no websocket, admin install

LO - Application - Prod

7 Edit Connection Profiles i - ‘ i e |

LO - Bridge - Prod
LO - Device

Profile Name | LO - Application - Prod

Profile Type  MQTT Broker - m I u n I I§
MQTT Broker Profile Settings

Welcome to the home of MQTT.fx

M2M Eclipse

local mosquitto

7 Edit Connection Profiles o x Broker Address | liveobjects.orange- business.com
M2M Eclipse [
TestLO Profile Name | Test LO Broker Port | 1883 |
local mosquitto
Broker Address | liveobjects.orange-business.com ClientID | MQTT_FX_aApplication | Generate

Broker Port 1883

ClientID| MQTT_FX_Client Genesate GaechEnEE SSL/TLS  Proxy LWT

2 user Credentials  SSL/TLS Proxy  Last Will and Testament

-

The JavaFX based MQTT ClierJ

User Name | application ‘

Connection Timeout 30

MQTT.fx is a MQTT Client written in Java based on Eclip Keep Alve nterval | 60 Password |
Download MQTT.fx Clean Session /'
1 Auto Reconnect v/

Max Inflight 10

MQTT Version /' Use Default

= =— = e
Clear Publish History |

Clear Subscription Hist...

fa ncel OK
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MQTT-Spy

maqtt/websocket, tIs, portable, no-admin installation, proxy support

¥ matt-spy

File Configuration Connections Window Help

comotpaet | 2 omgs e o | @3 Lo zeoN

¥ Publish message

Topic ‘

"|Qus 0~ Retained

Data
(0B}

I Input format: Plain v‘ |

¥ Scripted publications

Script name

LiveObjects devicel Script folder

LiveObjects xconnector1 Script folder

=]

Not started

[
[] Not started 0

¥ Subscriptions and received messages

U New | Al flo/AppAito | fifo/Events|

Message | 1 /265

[V/] snow atest E@E@ l g Serch HXmals v]

Topic | fifo/Events

| Rewined | | Qos| 0 | Tme 2mig09n7iziassoor | 2

Eatai
T66E) “stateProcessingRuleld”: "f5a09202-6d97-45fb-a2b1-bfcfd338cadse”,
“data™ {
“metadata™ {
“connector”: “matt”,
“source™ "urn:lonsid:android:356437083184592PRIMARY™,
“group™ {
“path™ /",
“id™: “root”

~

¥ Received messages summary [search topics: |

1 (1 topic, 265 messages, load: 0,0/0,0/0,9)

Topic Content

Last received




Connection name
[auto-generated if = client ID@server UR]]

| Orange Live ObJectsl

| Detailed - all properties - |

Configuration mode (perspective)

JConnectivity || Security ” Proxy " Last will “ Publications " Subscriptions. "E“ O‘lher‘

Protocol version | MQTT (auto-resolve) - |
Server URI{s) I liveobjects.orange-business.com I | Default - |
[e.g. localhost or mybroker:1383]

Client ID

[keep it uniqus to avoid disconnections]

Clean session

Reconnect on failure D

| Generate |
Length = 21723

Connection timeout [s] 30

|Keep alive interval [s] 30 I

Resubscribe on failure Reconnection interval [s]

Connectivity ‘l Security || Proxy ” Last will ” Publications " Subscriptions ” Log ” O‘Iher|

= .
= Enable user authentication
L
2 , 1
i' User name | Predefined application |
L]
— | Ask before connecting
v :
=
@ Password

| . Predefined

( | Ask before connecting

96
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MQTT-Spy : install/configure a client

Full guide: https://github.com/olivm-fr/paho.mqtt-spy/raw/master/0-examples/README.docx

| | ‘Connectivity || Security " Proxy ” Last will || Publications ” Subscriptions ||E“ Other ‘

|CAcemﬁcate file O:\LiveObjects\DigiCertSHAZSecureServerCA.crt | | ‘ |

BE | 1

-

*g |TLS/SSL mode | CA certificate | - |
&

35 Protocol | TLSV1.2 - |
ot i

wv

=}

=
a

‘ Connectivity ” Security ” Proxy " Last Will ” Publications || Subscriptions ”Fg” Other ‘

Ili’roxyr type | HTTP | E
Hostname My-proxy-pac.mycompany.org
Port 3128 |
Username mycomphuseri23
Hint: use "domain‘\username"” for corporate proxies
Password

() Predefined
@ Ask before connecting

‘Connectivity " Security HE“ Last Will H Publications H Subscriptions H?g‘ Other

Auto-open at start-up D

Auto-connect when opened

Auto-subscribe when opened
[enly for subscriptions with ‘Create tat set]

Max messages stored 5000
[kesps naw massages and deletes old]

Min messages per topic 10
Ioin keso per 1ooicl

Message content formatter Pretty JSON




MQTT-Spy : install/configure a client as device
Full guide: https://github.com/olivm-fr/paho.mqtt-spy/raw/master/0-examples/README.docx

Connection name | Crange Live Objectsl
[auto-generated if = client |D@server URI]
Configuration mode (perspective) | Detailed - all properties - |
J Connectivity || Security " Proxy " Last Will " Publications " Subscriptions " Log " Other |
Protocol version | MQTT (auto-resolve) A |
Server URI(s) I liveobjects.orange-business.com I | Default v |
[e.g. localhost or mybroker:1883]
Client ID | urnla:nsid:simu:00-1 |
[keep it unigue to avoid disconnections] Length = 21723
Clean session Connection timeout [s] 30
Reconnect on failure D IKeep alive interval [s] 30
Resubscribe on failure Reconnection interval [s]
| User name (@ Predefined json+device ¥ Scripted publications o
Script name Source Repeat Status Messages Last published
LiveObjects xconnector1 Script folder [ Mot started o
Stop
L . Copy script location to clipboard -
¥ Subscriptions and received message o
Delete 3
[ . | New | All Set script directory...
. No messages v Include subdirectaries {recursive) e | < C Search -
97  Orange internal : #
B Refresh list QoS Time




MQTT connection with devices

API key with only
DEVICE_ACCESS right AUTHORIZED AUTHORIZED

API key with

DEVICE_ACCESS right and [ FORBIDDEN . AUTHORIZED
additional rights

- To prevent the APl KEY retrieval on non secure connection. The hacker could use it to delete devices, users or other API

keys.

98 Interne Orange



Android simulator

Datavenue Live Objects simulator
LO Asset

Live Objects Business kokok ok k4 2

[} Add to wishiist Install

€ Everyone

==

Server Orange M2M Proa. v
Configuration
Protocel MOTT w/ S
C v
Crodentials
B o vt e Login Desails
Telemetry ® e 129N
i seirame
AP Ky
® - P wanis s

With this application you can demo and try Live Objects.
If you want to use that developement you will find sources on Github

https://github.com/DatavenueLiveObjects/LiveObjectsAndroidAssetDemo

https://play.qgooqgle.com/store/apps/details?id=com.orange.lo.assetdemo



https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo

I0S simulator (beta for iOS 12+)

MQTT Connection o
Update rate 5
Device simulator for Live Objects Log details level INFO
Thank you for using this app to simulate an actual loT Configuration subscribed from dev/cfg/upd topic
device, with multiple signal waves and publications to
the Live Objects device and data platform. TELEMETRY
You first need to sign-up/in at our portal:
Telemetry mode manual
liveobjects.orange-business.com
g 20.0°C
Once your account and API_key are configured via the
Live Objects portal, please set your credentials in this
app settings form. © 65.8%
Just play with sliders in manual mode or watch the
signal waves in auto mode.
f%\ 317 rpm
any question or feedback? 395 ppm
Let's get in touch! We'd be happy to hear about your @ N -
experience and start a conversation to enhance and 947 mBars
improve this app.
door open
2019 O loT t - made in I8 with
© range foT xeam = made I LN with (0 @ 47.27350, -2.21385 GPS

Values published to dev/data topic

https://testflight.apple.com/join/klZrw880o
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MQTT-Spy simulator
data publishing only

Control panel , &8 & Orange Live Objects

¥ Publish message

LiveObjects devicel . Mot started

LiveObjects xconnectorl Script folder LJ Mot started 0

Stop

L ) Copy script location to clipboard -
¥ Subscriptions and received message o

| Delete rE
I m New ]_ All Set script directory...
B + Include subdirectories (recursive) V| Show latest ke || | 5 | 2 g@ Search -
Refresh list ]

Topic Retained D Qo5

https://qgithub.com/olivm-fr/paho.mqgtt-spy/tree/master/0-examples
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Java device sample
data publishing + commands + parameters + firmware + FiFo

52 » public static void main(String[] args) {

53 try {

54 // create and fill the connection options

55 MgttConnectOptions connOpts = new MgttConnectOptions();

56 connOpts.setCleanSession(true);

57 connOpts.setPassword (API_KEY.toCharArray());

58 connOpts.setUserName (" json+device™); // needed to publish as a device

59 connOpts.setkeepAlivelnterval(3@); // 3@ seconds, to keep the connection with Live Objects
6@

61 String server;

62 if (SECURED) {

63 server = "ssl://liveobjects.orange-business.com:8883";

64 connOpts. setSocketFactory(SSLUtils.getlivedbjectsSocketFactory());

&5 }

66 else {

67 server = "tcp://liveobjects.orange-business.com:1883";

&8 1

69

78 // now connect te LO

71 MgttClient mgttClient = new RegulatedMgttClient(server, CLIENT ID, new MemoryPersistence(), sleepAfterPublishMillis: 5@8);
72 mgttClient.connect{connOpts);

73 System.out.println{"Connected to Live Objects in Device Mode" + (SECURED ? " with TLS" : ""));
74

75 if (HANDLE CONFIGURATION) {

76 DeviceConfig configHandler = new DeviceConfig(mgttClient);

77 configHandler.publish(};

78 configHandler.subscribeToConfigChanges();

79

https://qgithub.com/olivm-fr/LiveObjectsMqttDeviceSample/
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Orange loT Platform technical directions 2020+

ey Mews external integration

ey Now intornal integration
F Integration

Integrate loT Core to leverage more connectivity assets for loT services
Integrate major 3rd party actors to provide E2E technology stack for loT Services

Google Cloud
N

(3) EUROTECH

TECHNI| [ =]}

Live Objects

Lora
connectivity

3
Actiity

Malima

| |
Devices v
Market Place

Devices

loT Core

Advanced Analytics => Major clouds integration
* Azure loT, AWS, Google (end 2020): Connectors to ease projects
with customers using these cloud solutions

Application enablement
* lothink-Kheiron: allow to quickly build & deploy end to end solutions

loT edge
* Eurotech & Technilog validated, available for bespoke offers

loT Core

* Value proposition: Reliable and secure data collection
* Smooth integration of existing assets

* Location service becoming core feature

* Al powered QoS

* Al powered security / security features

Live Objects

* Sharp positioning in Data collection and Device man., increased by
opensource integration (Kibana, Node-RED)

* New geographies (MEA, WIN)

Malima

* Global and National roaming, Multi-MNOs features

e LTE-M

e eSIM



Co-existence aspect

LTE/LTE-M

-— >
LTE carrier bandwidth

B I

NR carrier bandwidth

6
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5G — Data Gravity Concept.

Latency

Throughput

In mobile networks, Applications (Apps) run in smartphones

Services run in the Operator’s Core Network (IMS Services) or
in Internet (commonly in Public clouds)

Apps and Services are therefore very ‘far away’ from each other as
perceived from a time point of view (e.g., typically more than 50-100 ms).

This is because exchanged data have
to travel through a set of networking entities and devices (e.g.,
aggregation points, IP routers, Peering routers, Interconnection hubs).

It is not uncommon that the links to these devices can get congested,
and therefore it is impossible to guarantee any end-to-end Quality of
Service (QoS) or throughput..



5G slicing serving in SmartGrid Applications

E2E slice management

Access network slice management Transport network slice management Core network slice management

Information acquirement of low voltage distribution systems

===~y
Forwarding ng:cm;gyon Routing
() I Q. s
7/ L 4 & &/ ® management | management
\ <X/ e (=
(oS Ne) 00 ngﬂgement A‘mm‘\ mwl'

NR Transport network Edge DC Local DC Central DC

Intelligent distributed feeder automation

re Ultra-low
((( ))\ Q latency Encryption
7 /\ scheduling 7/
/s < ‘ JIE— A
\("\\/ : ; = & NR access
o o Forwarding Charging Routing ma t

NR Transport network Edge DC Local DC Central DC

Millisecond-level precise load control

B )
Ultra-low
) o grid latency Encryption X\
. v \,‘ scheduling 4 A
NR access
Forwarding Charging Routing ' ma t

NR Transport network Edge DC Central DC




Is 5G Dangerous?

It depends on frequency and energy



Is 5G Dangerous?

THE ELECTROMAGNETIC SPECTRUM

vy o MICROWAVES
A —
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Is 5G Dangerous?

2G/3G/4G/5G use only
Non-lonizing radiation



