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What is it about in our times?

Industry 1.0
18th Century

Mechanical 

Production. 

Equipment 

powered by 

steam and water.

Industry 2.0
19th Century

Mass production 

assembly, lines 

require labor and 

electrical energy.

Industry 3.0
20th Century

Automated 

production using 

electronics and IT

Industry 4.0
Today

Intelligent 

Production 

incorporated with 

IoT, cloud 

technology and 

big data



The journey from data to Wisdom

Collect the 

Information

1
Transform information 

into Data and transmit 

them in cloud

Store Data into a 

flexible manner and 

make it available for 

applications and 

users

Analyse

3
Understand the 

patterns, make 

correlations and 

decide

Share the 

data
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On top of the traditional cellular technologies (2G/3G/4G),  

the LPWA (Low Power Wide Area) technologies include:

• Around 25 non-licensed technologies incl. LoRaWan and Sigfox

• Two licensed technologies: LTE-M and NB-IoT leveraging on 4G 

coverage

5G will arrive in several waves for IoT :

• In 2020, 5G Enhanced Broadband for high data volume use cases 

(e.g. cameras, connected cars, also AR/VR…) 

• In 2022+, 5G Critical IoT for industry (e.g. automated guided vehicles, 

real time monitoring of production line)

• After 2025, 5G Massive IoT to manage very large number of devices. 

LTE-M and NB-IoT will be supported by 5G Massive IoT.

Only non-licensed LPWA won’t be supported by the 5G network. 

The current complexity is an obstacle for market development (lifetime 

uncertainty, lack of ubiquity, …).

Till 2025, 5G is not simplifying the technologies landscape for customers. 

But today investments, competencies and understanding of IoT go-to-

market will sustain 5G.

Today is available a wide range of connectivity.



Range
LPWAs extend coverage vs legacy GSM/LTE to better penetrate buildings and ground

Range is estimated and measured in dB

1 concrete wall = 10 to 15 dB of penetration loss

Sigfox :

•Messages are repeated 3 times

•Range is improved by macro-diversity  

LoRa :

•Provides adaptive rate/range (based on Spreading Factor

levels –SF7 to SF12)

• Range is improved by macro-diversity (one message can  

be received by several gateways)

•Messages can be repeated 3 times (for QoS)

LTE-M and NB-IoT coverage gain is related to a reference  

value of MCL (Maximum Coupling Loss) that is taken at 144  

dB for GSM and LTE for a reference service (BLER of 10% )

LTE-M target is to bring extra coverage by repetition

+8/9 dB for Mode A 

+15 dB for Mode B

NB-IOT target is to bring even extra coverage by introducing  

Narrow-band channel and repetition

Target = +20 dB (Absolute MCL 164dB)(MCL=maximum 

coupling loss)

PS : whatever range improvement, deep indoor coverage is a  

challenge. LoRa brings interesting on-demand facilities :  

nano gateways and repeaters.

5

Zone of coverage

extension

NB-IOT (+20dB)

LTE-M extended (+15dB)

NB-IOT (+12dB)

LTE-M extended (+10dB)

LTE-M (+6dB)  

LoRa (SF12) (+4dB)
Sigfox (+3dB)

GSM/LTE(144dB)



Low power technologies - comparison

MCL
(vs 2G)

Datarate/
size of message

Latency

Battery
(water metter case)

Protocol(s)

Security

Good (+3dB) Good (+4dB) with macro-

diversity

Very good (+6/10dB

(measured) to +16dB)

Very good (+12dB

(measured) to +20dB)

100bps

12 bytes

From 250bps to 5,4 kbps

From 50 to 250 bytes
DL : < 220kb/s

UL : < 330kb/s

No limit

DL : < 21kb/s

UL : < 14kb/s

No limit

Normal Cov =110ms Normal Cov =1s

Low (20 km/h) Medium Speed (80 km/h) Connected Mode Speed ( 

300 km/h)

Idle Mode 

<14 years <20 years <7 years 

< 5 years (ext. mode)

< 10 years (estimation 

under test) 

Non-IP (API from 

Networks Server)

Non-IP (API from 

Networks Server)

IP, SMS

VoLTE , Non IP mode 

(optional)

IP, optional SMS, 

Later: Non IP Mode

Medium Medie Good (iso 4G) Good (iso 4G)

Mobility

Noncellular Networks Cellular networks



LTE-M:  the most versatile connectivity for IoT
With some unique advanced features

Ex. : Worldwide tracking

Fleet management

Ex. : Smart Industry

Smart Grid
From 110 ms in normal

coverage mode to > 10 s
Latency 

Benefits from 4G : roaming

native
3GPP based

Ex. : Health services

Wearables
Support SIM and later eSIM

security
Security

Ex. : Smart Home (video)Uplink 375 kbps (Max)

Dowlink 300 kbps (Max)
Datarate

Ex. : Wearables

Smart Lift
IP, SMS, VoLTEProtocols





5G promises: higher, faster, lower

*www.bain.com

Faster data rate

5G wireless speeds 

compared with fiber

Higher device 

density

IOT enabler

Reduced latency

Real-time application

Lower Energy

Network Efficiency

>10x

1M/ km²

4G       5G4G      5G

>10x

100 Mbps

+ 1Gbps

4G      5G

> 10 ms

1 ms

4G      5G

1.0

>100x

0.01 

mj/kbit



Orange RestrictedOrange Restricted

What makes 5G great again !



5G is NOT a "one-size-fits-all" network

EMBB -

Enhanced 

Mobile Broad 

Band 

mMTC –

Massive 

Machine Type 

Comm.

URLLC – Ultra 

Reliable Low 

Lat. Comm.

Real Time

5G

Nb of devices / power cons.

SpeedCoverage
SpeedCoverage

SpeedCoverage

▪ mMTC - will inherit LTE-m and 

NB-IoT technologies from 4G

▪ EMBB – also available in non 

standalone 5G networks

▪ URLLC – available only in urban 

area 



5G New Radio – beamforming



5G New Radio – new frequencies



2G/3G/4G Who leaves first ?



Q&A



The journey from data to Wisdom

Collect the 

Information

Share the 

data

Analyse

1 2 3
Transform information 

into Data and transmit 

them in cloud

Store Data into a 

flexible manner and 

make it available for 

applications and 

users

Understand the 

patterns, make 

correlations and 

decide



Devices

Connectivity plan

Business 

Application

End to end Solution 

Secured API

Device & data 

management

SDK

Whatever 

the IoT 

service

Control

Connect

Select

Manage



Network & protocol agnostic

Massive 

device management

Advanced 

data management
Public APIs for 

Developers

LiveObjects – Orange IoT platform



Connect – a full range of connectivity options

Cellular, 

LTE-M&Nb-IoT

Local wireless 

solutions

Combining state of the art connectivity solutions to meet your specific needs

Live Objects manages seamlessly any kind of connectivity

▪ IP and SMS

▪ Global coverage through 

Orange mobile network 

and roaming partners

▪ Ideal for mobile 

embedded IoT systems

▪ Wide array of usages 

from small to large 

amount of data 

transmission

▪ Secure network

▪ Longer battery life (up to 10 

years) & reduced battery 

related costs.  

▪ Adapted to areas with poor 

cellular network coverage 

▪ Adapted for long life, low 

cost objects

▪ Adapted to short range 

wireless transmission

▪ Multiple connection 

protocols: ZigBee, Z-

Wave, Bluetooth, WiFi…

▪ For smart home 

devices, wearables…

Fixed line & satellite 

broadband

▪ High speed data 

transmission

▪ Worldwide Secure and 

reliable network

▪ Ideal for delivering large 

amount of data to your 

data centers

▪ Satellite adapted for 

uncovered locations

LPWA* network

*Low Power Wide Area



Manage the connected devices and enrich data

Ensure real time messages 

management

▪ Ensure message collection, 

delivery, filtering & routing  :

- Real-time messaging  

- FIFO (message persistence 

until delivery)

▪ Event triggering

▪ Raw data/messages  API

Manage massive device fleets

▪ Inventory

▪ Commands 

▪ Configuration

▪ Firmware download

▪ Hierarchical Group 

management

▪ Campaign management

▪ Silent devices

▪ PKI management

Store and manage Data

▪ Generic and configurable 

data model

▪ 2 levels of storage

- Time stamped 

- Indexed structured data

▪ Multi criteria complex search 

requests

▪ Structured and advanced 

API

A secure, cloud-based, M2M-protocol agnostic solution with a multi-suppliers platform 

Message Management Device Management Data ManagementProtocols/Gateways

Protocol agnostic solution

▪ MQTT(s)

▪ MQTT over Websocket (s)

▪ REST/HTTPS

▪ SMS

▪ LoRaWAN

▪ COAP/LW-M2M

▪ Geolocation

- LoRa Macro/TDOA

- Cellular : SmartSIM



Manage the connected devices and enrich data

▪ Fully documented API 

▪ LoRa Starter kit

▪ LTE-M Starter kit

▪ C SDK for ARM mbed devices

▪ C SDK on Arduino

▪ C SDK on Raspberry

▪ Cloud to cloud (connector) API

▪ Marketplace

Ready for Developers,  open to Partners

Advanced features to reduce development costs

Developers

▪ Data decoding for LoRa/SMS/MQTT

▪ Email/SMS notification

▪ HTTP push

▪ Rule engine : Event/state processing 

+ actions email/SMS/HTTP-

push/FiFo

▪ Geozone management

▪ Dataviz for administrators (Kibana)

▪ Billing Statistics API

▪ Vendor management

▪ H1/2019 : SIM network services

▪ Dataviz connectors: Freeboard, 

Jyse, Node-Red

▪ BI integration : Tableau

Advanced features Orange Assets/partners bundling

Architecture

▪ 2019+ : On premises, Localized 

Saas



Live Objects

Devices & data management

Devices 

supervision
Firmware update

Devices 

inventory
Events & rules

Devices 

configuration
Data storage

c
o

n
n

e
c

to
rs

Connected 

equipment
Business appsConnectivity

m
e

s
s
a

g
e

s
 b

u
s

Data

API

Admin

API
MQTT

API

HTTP

API

LoRa® 

SMS

B2B

Cloud

API

Live Objects position in Orange IoT ecosystem

Cellular

2/3/4G

LTE-M

Nb-Iot



Application Layer

Functional Overview & Value proposition
A

p
p

li
c
a
ti

o
n

s Service editors/

Partners

force.com (*) 

(Salesforce)

M
A

N
A

G
E

CONNECT

LPWA

Manager

Communication Layer

Devices Gateways/Cloud

Devices 

Management

Structured Data Management

(Advanced search functions & Data historization)

Link to SIM

Management

Email/

SMS/HTTP-push

Notifyer

MQTT/REST 

interface

3rd party 

Developers / Integrators

Message 

Management 

(raw data)

Admin

KPIs

DEVICES

COAP &

LW M2M 

interface

SDK / C Agents

Fixed Lines Cellular (2G/3G/4G) LoRa / LoRa gateways

Lora 

interface

MQTT external 

connector

Coming next…

Other standards

protocols

Applications Tools

(Dashboards / Dataviz / 

Rules / Event 

Processing)
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S

APIs

Payload 

decoding

SMS

interface

Professional services

Bespoke Integrations

Vertical solutions

Orange

LTE-M NB-iot



Architecture

Rule Engine

DatazoneMQTT Device

CoAP

HTTP

Device 

Info

Enricher

MQTT 

connector

(opt)

Decoding

Store
Index

(search)

Activity, 

Event & 

state 

processing

Event 2 action

FIFO

Connectors

Orange LoRa

Orange SMS

Orange SmartSIM

Partner X 

connector

Partner Y 

connector

binary

CSV

JS

e
m

a
il

S
M

S

MQTT
Application

API

API

API

API

DeviceMgt

Data

Data

Event

SMS/

Email
API

Connectivity Status

Device management

Data

Data

Data

Data

Data

API

h
ttp

WebHook

API

Campaign mgr.

API

Device 

Adapters

(driver)

Bus

/Routing

Inventory, command, 

config, FW update

Data
(Direct to Datazone)



Time to see how it works !!!

https://liveobjects.orange-
business.com/#/liveobjects

https://liveobjects.orange-business.com/#/liveobjects


Developers ecosystem
Fully documented APIs, Code, SDK, Youtube channel, technical support



Q&A
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Datavisualization

Inside Live Objects: list of all received payloads Portal Data tab

Inside Live Objects: tool to analyze data and build simple & 

advanced dashboards 
Kibana

Above Live Objects: easy graphical tool to create simple 

dashboards and share them 
Freeboard.io

Above Live Objects: easy graphical tool to build in drag and 

drop simple or advanced dashboards
JYSE

Above Live Objects: turnkey application developed by 

integrator using Live Objects MQTT or REST APIs 

Bespoke 

development

Above Live Objects : easy graphical tool to prototype simple 

dashboards and share them 
Node-red

Inside Live Objects: graphs and maps of device values Portal Widgets



Dashboard



Personalized dashboards with Widgets

- Linked to a user

- Several dashboards possible per user

- Only tenants with datamanager (not 

available for express accounts).

- Value : display the last value returned by 

a device

- Curve : display line charts for a value 

from a list of devices (up to 10)

- Map : display a map of a list of devices 

(up to 10) with their last value

Important : to create a widget the selected devices must have sent data at least once.



Personalized dashboards with Widgets



Kibana : visualization
Aggregates, done by ElasticSearch and presented in Kibana graphical elements

• Buckets : grouping the indexed data into n buckets according to : 

• time intervals

• value intervals

• a field value, partly or fully

• a geographic coordinate

• customized filters

• Buckets are generally the first dimension in graphs

• 1 graph bar per bucket, or 1 pie-chart slice per bucket

• Metrics : computing a unique value per bucket

• amount of data in the bucket

• average, sum, min or max of one field

• occurrence number of one field

• value distribution

• Metrics are generally the second dimension in graphs

• bar height, pie-chart slice width



Kibana : create a dashboard

Click on « Edit » and select the saved 

visualizations to add

Define the time range for the whole 

dashboard

Select a saved dashboard or

Click on « + »



36 Orange internal

Node-red : graphical prototyping tool



37 Orange internal

Node-red : graphical prototyping tool

Free (open source, Apache license) 

PC, public-hosted, or private-hosted deployment

Training test platform:   https://nodered.kermit-noprod-b.itn.intraorange
Kermit with pre-built Docker and /data persistent volume and $HOME=/data

https://nodered.kermit-noprod-b.itn.intraorange/


Freeboard.io



Freeboard.io

Configure sources

https://liveobjects.orange-

business.com/api/v0/data/streams/« Stream Id»?limit=1

API Key

Then choose and configure your widgets



Q&A



IoT use cases

▪ Preventative 

maintenance

▪ Worker safety

▪ Optimize 

inventory 

▪ Kaizen (flow 

optimization)

▪ Smart Grids

Industrial Smart Cities

▪ Manage physical 

access in 

buildings 

▪ Energy savings & 

efficiency

▪ Security

▪ Metering

▪ Parking

▪ Lighting

▪ Waste 

management

Healthcare

▪ Monitor patients 

with chronic 

diseases (post 

hospitalization or 

therapeutic 

educational 

programs)

▪ Connect medical 

devices

▪ Proof of patient 

compliance

Transportation

▪ Improve service 

for passengers by 

informing them of 

the time they will 

have to wait & of 

traffic issues

▪ Remote 

maintenance on 

vehicles

▪ Productivity 

enhancement

Insurance

▪ Develop safe 

driving behavior

▪ Tele assistance 

▪ Monitor risks 

related to health 

insurance & 

create pay-as-

you-live models

▪ Monitor risks 

related to home 

insurance

Retail

▪ Optimize 

inventory 

▪ Automatic re-

ordering

▪ Alerts when out 

of stock

https://www.youtube.com/watch?v=CHeMbhk4Mmw&feature=youtu.be
https://www.youtube.com/watch?v=NXMT8ONICfM


Smart Agri

Business needs

Track production costs in quasi-real 
time.

Production forecast (quality and 
volume).

Compliance with national regulation 
(Electronic wine certificate – end of 
2020).

Wineyard – Jidvei / Frontier Connect

Technical needs Expected results

Monitoring in real time of field activities.

Monitoring pedoclimatic factors.

Spectral vineyard plantation analysis 
(satellite images & drone).

Vario – treatments

Machine learning/AI

Automation/Robotization

Fuel and spare parts economy, regular 
inspections.

Lowering losses due to incorrect 
treatments

Controlling the quality and volume of 
the grapes production

Electronic wine certificate.

Lowering the consumption of 
substances, fertilizers and water.

Optimizing production cycle



Smart Agri

Wineyard – Jidvei / Frontier Connect

ORO Services:

- LoRaWan network dedicated to 
Jidvei

- IOT Orange platform – LiveObjects
- Solar power in 5 locations

Frontier deliverables:
- Real Time Kinematics Base stations
- GPS & RTK trackers with LoRa

modem
- BLE tags for auxiliary 
- Teraseya weather stations
- Teraseya Smart Agri Platform



Smart City

Improving the quality of life in Iasi.

Improving communication with the 
inhabitants.

Local administration digitization

Air quality monitoring – Iasi Municipality/ uRADMonitor

Monitoring in 22 points of PM 2.5 and 
PM 10 particles, etc,

Obtaining the green map of the city,

Dashboard with the measured values.

Mobile application.

Business needs Technical needs Expected results



Smart City

Air quality monitoring – Iasi Municipality/ uRADMonitor

ORO services:

- Public LoRaWan Network
- IOT Orange Platform– LiveObjects
- Dashboard Smart City ORO
- Sensors deployment

uRAD deliverables:
- Air quality sensors A3
- uRADMonitor platform
- Dashboard uRADMonitor
- Android App



Smart City

Optimizing operational costs.

Improvement quality of the waste –
accurate waste separation.

Customers satisfaction improvement.

Waste Management – Salubris Iasi/ Electra

Video surveillance of the collecting 
points.

Video surveillance of the garbage truck 
while loading.

Realtime tracking of the degree of filling 
of garbage can.

5 years lifespan of the filling monitoring 
devices

Lowering operational costs.

Improvement of the quality of service 
through right in time operations.

Identifying citizens who didn’t collect 
selectively.

Business needs Technical needs Expected results



Smart City

Waste Management – Salubris Iasi/ Electra/ FullComm

ORO Services:

- Public LoRaWan network
- LTE-m network
- M2M
- IOT Orange platform – LiveObjects

Livrabile Electra:
- Waste management devices with 

LoRaWan and LTE-M
- Waste management server

Livrabile FullCom:
- IP camera with SIM



Resources:

1. Devices:

• https://www.robofun.ro/

• https://docs.pycom.io/

2. Platforms:

• https://liveobjects.orange-
business.com/#/liveobjects

• https://azure.microsoft.com/en-
us/services/iot-hub/

3. Dashboards:

• https://grafana.com/

• https://www.elastic.co/kibana

4. Software:

• LiveObjects Postman scripts examples

• GitHub resources for LiveObjects

5. 5G:

• https://www.etsi.org/technologies/5G

6. 5G - Edge Computing:

• https://bscw.5g-
ppp.eu/pub/bscw.cgi/d397473/EdgeCo
mputingFor5GNetworks.pdf

7. 5G – Use cases and performance model:

• https://www.5g-ppp.eu/wp-
content/uploads/2014/02/5G-PPP-use-
cases-and-performance-evaluation-
modeling_v1.0.pdf

https://www.robofun.ro/
https://docs.pycom.io/
https://liveobjects.orange-business.com/#/liveobjects
https://azure.microsoft.com/en-us/services/iot-hub/
https://grafana.com/
https://www.elastic.co/kibana
https://documenter.getpostman.com/view/1510363/live-objects-training-publish/7TJCtGP#fe575073-bf4c-46d0-a632-b12cd787e71c
https://github.com/DatavenueLiveObjects/
https://bscw.5g-ppp.eu/pub/bscw.cgi/d397473/EdgeComputingFor5GNetworks.pdf
https://www.5g-ppp.eu/wp-content/uploads/2014/02/5G-PPP-use-cases-and-performance-evaluation-modeling_v1.0.pdf


Thanks

Dorian Draghici

Managing IoT Consultant

Mobile: +4 0744 44 11 20
dorian.draghici@orange.com

mailto:dorian.draghici@orange.com


Apendix 1
Live Objects presentation slides

• User administration

• API keys admin

• Device Management

• Data Management

• Decoders and queues

• Rules

• Notifications

• Analyse and search



51 Interne Orange

Live Objects

user profiles



Account / tenant view



Create a user



54 Interne Orange

Live Objects 

API Key management



List API keys



Create an API key
Roles : see technical documentation for details



Copy/paste the key, it appears only once!



Device key : test it in the Android simulator



59 Interne Orange

Live Objects 

Device Management



60 Orange internal

List the devices (general or specialized view)



61 Orange internal

Unitary provisioning : portal

• Profile
• specific to the manufacturer if available

• otherwise : Generic_classA_RX2SF12

• Decoder
• specific to the model if available

• can be created on-demand

• otherwise : can stay blank

• DevEUI

• AppEUI / AppKey

• Tags & properties

• Group

• Connectivity options :
• depending on the commercial offer : TDOA and/or Acknowledgments

LoRa objects provisioning



62 Interne Orange

LoRa specific parameters

Unique and permanent identifier of each sensor (MAC equivalent Address). 

This number is assigned to the LoRa sensor by its manufacturer in a slot

managed and awarded by the IEEE. 

The DevEUI is stored in the sensor.

Identifier of the embedded application in the sensor. 

The exact use of this parameter can still evolve in the next versions of the 

LoRaWAN standard. 

The AppEUI is stored in the sensor at the time of its manufacturing (by default) 

or later, at the time of its personalization.

Unique secret key stored in each sensor and shared with LoRa network.

This 128-bit key is the primary encryption key that is used to create other 

NwkSKey and AppSKey session keys.

DevEui

AppEui

AppKey



63 Interne Orange

TDOA can be activated on the account.

TDOA to be activated on the devices :

- in the device identity

- by batch, in the device list

TDOA needs at least 

- 3 macro-gateways 

- excluding nano-gateways, repeaters, and 
lora-anywhere

- non-aligned

Geolocation for LoRa

type: lora-tdoa

provider: lora-tdoa



64 Orange internal

MQTT (auto-provisionning is possible) :

• NameSpace + ID

• Description

SMS :

• SIM-card phone number

• Server phone number (contract-depandant)

• Decoder

Common fields: 

• Name

• Tags (x10) & Properties (x10)

• Group

Multi-connectivity option: using API 

MQTT / SMS objects provisioning



65 Orange internal

Device import (SMS and LoRa)



66 Orange internal

Device import (SMS and LoRa)



67 Orange internal

Manage a device hierarchy

Create new groups into the tree

Move devices into the tree



68 Orange internal

2 sets of APIs to manage groups

You can create/update/delete/list groups

You can assign groups to the devices 



69 Orange internal

Information is visible in device metadata

Get the assets information



70 Orange internal

Assign a group

Assign “/romania” group to the device : 

urn:lo:nsid:mqtt:URN:LO:NSID:SENSOR:TESTFLGAPPOAB00000



71 Orange internal

Check the current state



72 Orange internal

Activate / deactivate a device



73 Orange internal

LoRa: Send a business order / remote configuration

Confirmed means 

“received by network” 

not received by device Sent means “sent to 

the network” not sent 

to the device



74 Orange internal

MQTT: device parameters



75 Orange internal

MQTT: Remotely apply parameters on devices



76 Orange internal

MQTT: Send a command on a device



77 Orange internal

SMS devices



78 Orange internal

SMS : adding a device

Choose the SMS server number to be 

used by the device (provisioned in 

the offer setting of the account)

Choose a payload decoder. The list 

contains private decoder (created by the 

customer himself, or public (available for 

all customers)

Type the msisdn of 

the device with the  

international prefix 

(without « + »)



79 Interne Orange

Live Objects 

Data management

• Decoders and queues

• Rules

• Notifications

• Analyse and search



80 Interne Orange

Data management
Available tools

Retrieve my data in a business application using MQTT or 

Rest via queues (FIFO)
FIFO

Perform Complex Queries (BI) on my indexed data with 

Elastic Search 
Data management

Create or use decoders to structure and index object dataDecoders

Create rules for triggering alerts on object data sent to the 

business application

Event/state 

processing

Live Objects or the business application can send SMS,  

email or push Http notifications following an event

Notifications &

Event to Action

Create alarms on unexpected device behaviorSilent devices



81 Orange internal

Message queues : FiFo

Benefit : it guarantees that the messages are delivered to the Application. Messages are stored in 

a queue on disk until consumed and acknowledged (7 days max) 

1) Create the Fifo

2) Create links between data 

and the FiFo
Fifo 1

route xxxxx

route xxxxx

route xxxxx

Business

Application

Fifo 2

Business

Application

Business

Application

Fifos don’t replicate messages for each consumer : if 2 business applications consume the same Fifo, each 

of them will share a random distribution of the messages

Messages are replicated to all routed-to Fifos



82 Orange internal

Binary

◼ Bit per bit decoding

JavaScript

◼ For devices with complex behavior

◼ For devices with variable payloads

◼ JS decoders must be qualified by 

Live Objects team

CSV

◼ Byte per byte decoding

3 kinds of decoders available

to this

◼ Depending on the device behavior

◼ For devices with variable payload

◼ Customers can develop their own decoder

Decoders

Apply to any MQTT / LoRa / SMS device
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Event rules

3 event types :

• Simple Event Processing

• To trigger on values or metadata

• Cut in 3 steps:

• detection of a triggering value : matching rule

• rule that defines the event triggering : firing rule

• triggering inhibitor for interval repeats : firing guard

• State Processing

• To trigger on all state changes (based on values)

• Activity Processing

• To trigger after a device inactivity during a given duration

Optional action after triggering an event : Event 2 Action

Configuration via API only
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Automatic actions on events : Event to Action

Make an HTTP Push for all incoming data



viewing the data on the portal



historical search

curl -X GET 

--header 'Accept: application/json' 

--header 'X-API-KEY: xxxxxxxxxxxxxxxxxxxxxxxxxxx' 

'https://liveobjects.orange-business.com/

api/v0/data/streams/android357329073120059?limit=100'



searching with ElasticSearch

https://www.elastic.co/guide/en/elasticsearch/reference/current/index.html

https://www.elastic.co/guide/en/elasticsearch/reference/current/index.html


Apendix 2
Good tools to be used by an IoT 
developer.

• Postman

• MQTT Box

• MQTT Fx

• MQTT-Spy

• Simulators



89 Orange internal

ExamplesDescription
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Environment variables
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https://documenter.getpostman.com/view/1510363/live-objects-training-publish/7TJCtGP

Shared collection

https://documenter.getpostman.com/view/1510363/live-objects-training-publish/7TJCtGP
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MQTT Box : install/configure a client
Mqtt/WebSocket, admin install

User name : « application »

Password : Live Objects API Key

Plain text:

MQTT: liveobjects.orange-business.com:1883

WebSocket: ws://liveobjects.orange-business.com:80/mqtt

SSL/TLS (1- or 2-way authentication):

MQTTS: liveobjects.orange-business.com:8883

WebSocket: wss://liveobjects.orange-business.com:443/mqtt
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MQTT Box

Subscribe to topics, ex : 
Application : « fifo/testFifo »
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MQTT Fx : install/configure a client 
tls, HTTP proxy, no websocket, admin install

User name : « application »

Password : Live Objects API Key

Plain text:

MQTT: liveobjects.orange-business.com:1883

SSL/TLS (1- or 2-way authentication):

MQTTS: liveobjects.orange-business.com:8883
To simulate a device:
User name : « json+device »

Password : Live Objects API Key

Client ID: urn:lo:nsid:<namespace>:<devicename>
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MQTT-Spy 
mqtt/websocket, tls, portable, no-admin installation, proxy support

https://github.com/

olivm-fr/

paho.mqtt-spy/

releases

Special patched 

version for portable and

proxy support:
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MQTT-Spy : install/configure a client
Full guide: https://github.com/olivm-fr/paho.mqtt-spy/raw/master/0-examples/README.docx
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MQTT-Spy : install/configure a client as device
Full guide: https://github.com/olivm-fr/paho.mqtt-spy/raw/master/0-examples/README.docx
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MQTT connection with devices

MQTT without TLS/SSL MQTT with TLS/SSL

API key with only 

DEVICE_ACCESS right
• AUTHORIZED • AUTHORIZED

API key with 

DEVICE_ACCESS right and 

additional rights

• FORBIDDEN • AUTHORIZED

→ To prevent the API KEY retrieval on non secure connection. The hacker could use it to delete devices, users or other API 

keys.
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Android simulator

https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo

https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
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iOS simulator (beta for iOS 12+)

https://testflight.apple.com/join/kIZrw88o

https://play.google.com/store/apps/details?id=com.orange.lo.assetdemo
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MQTT-Spy simulator
data publishing only

https://github.com/olivm-fr/paho.mqtt-spy/tree/master/0-examples

https://github.com/olivm-fr/paho.mqtt-spy/tree/master/0-examples
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Java device sample
data publishing + commands + parameters + firmware + FiFo

https://github.com/olivm-fr/LiveObjectsMqttDeviceSample/

https://github.com/olivm-fr/LiveObjectsMqttDeviceSample/


IoT Platforms

Devices

Orange IoT Platform technical directions 2020+
Integrate IoT Core to leverage more connectivity assets for IoT services
Integrate major 3rd party actors to provide E2E technology stack for IoT Services 

Live Objects

Malima
Lora

connectivity
DCP

Devices

Market Place

Connectivity 

Management

Data & Device 

Management

IoT Core 
• Value proposition: Reliable and secure data collection
• Smooth integration of existing assets
• Location service becoming core feature
• AI powered QoS 
• AI powered security / security features

IoT Core

Live Objects 
• Sharp positioning in Data collection and Device man., increased by 

opensource integration (Kibana, Node-RED) 
• New geographies (MEA, WIN)

Malima
• Global and National roaming,  Multi-MNOs  features
• LTE-M
• eSIM

IoT Platform 

Advanced 

Features

AI/ Analytics

Advanced Analytics => Major clouds integration
• Azure IoT, AWS, Google (end 2020): Connectors to ease projects 

with customers using these cloud solutions

IoT edge
• Eurotech & Technilog validated, available for bespoke offers

IoT Edge / Industry 

(with partners)

Codeless 

Application 

enablement
Application enablement
• Iothink-Kheiron: allow to quickly build & deploy end to end solutions
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6

LTE/LTE-M

NB-

IoT

LTE carrier bandwidth

NR

NB-

IoT

NR carrier bandwidth

LTE-M

Today

Future

5G NR with in-band 

NB-IoT  and LTE-M

Existing deployment of LTE-M  

and NB-IoT will co-exist with  

new 5G NR carrier

Mobile IoT Devices already  

deployed will continue to  

operate in the same band and  

under the same radio network  

as now.

Co-existence aspect



In mobile networks, Applications (Apps) run in smartphones

Services run in the Operator´s Core Network (IMS Services) or 

in Internet (commonly in Public clouds)

Apps and Services are therefore very ‘far away’ from each other as 

perceived from a time point of view (e.g., typically more than 50-100 ms).

This is because exchanged data have

to travel through a set of networking entities and devices (e.g., 

aggregation points, IP routers, Peering routers, Interconnection hubs). 

It is not uncommon that the links to these devices can get congested, 

and therefore it is impossible to guarantee any end-to-end Quality of 

Service (QoS) or throughput..

5G – Data Gravity Concept.



5G slicing serving in SmartGrid Applications



Is 5G Dangerous?

It depends on frequency and energy



Is 5G Dangerous?



Is 5G Dangerous?

2G/3G/4G/5G use only 

Non-Ionizing radiation


